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Overview 

Johnson Controls has confirmed a vulnerability impacting American Dynamics Illustra Essential Gen 4 

cameras. 

 

Impact 

Under certain circumstances the web interface user’s credentials may be recovered by an authenticated user. 

 

Affected Versions 

American Dynamics Illustra Essentials Gen 4 all versions up to and including Illustra.Ess4.01.02.10.5982 

 

Mitigation 

Publication Date 

June 27, 2024 

  

Last Published Date 

June 27, 2024 

 

Resources 

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 

CVE-2024-32932 - NIST National Vulnerability Database (NVD) and CVE® 

ICSA-24-179-07 - CISA ICS-CERT Advisories   

 Update firmware to American Dynamics Illustra.Ess4.01.02.13.6953.   

https://nvd.nist.gov/search
https://www.cve.org/CVERecord?id=CVE-2024-32932
https://www.cisa.gov/search

