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Overview
4 Johnson Controls has confirmed a vulnerability impacting Kantech KT Door Controllers.

Impact

Under certain circumstances, when the controller is in factory reset mode waiting for initial setup, it will
broadcast its MAC address, serial number, and firmware version. Once configured, the controller will no longer
broadcast this information.

Affected Versions
e Kantech KT1 Door Controller, Rev01 version 2.09.10 and prior

e Kantech KT2 Door Controller, Rev01 version 2.09.10 and prior
e Kantech KT400 Door Controller, Rev01 version 3.01.16 and prior

Mitigation

Update Kantech door controllers as follows:

e Update Kantech KT1 Door Controller to at least version 3.10.12
e Update Kantech KT2 Door Controller to at least version 3.10.12

e Update Kantech KT400 Door Controller to at least version 3.03
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Resources
Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories
CVE-2024-32754 - NIST National Vulnerability Database (NVD) and CVE®

ICSA-24-184-01 - CISA ICS-CERT Advisories
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