
      

 

  
 

 

 

© 2024 Johnson Controls.  All rights reserved. 

  

Product Security Advisory 

 

July 16, 2024          JCI-PSA-2024-11 

Overview 

Johnson Controls has confirmed a vulnerability impacting Software House C•CURE 9000 version 2.80 

installer. 

 

Impact 

Under certain circumstances the impacting Software House C•CURE 9000 installer will utilize weak credentials. 

 

Affected Versions 

 Software House C•CURE 9000, Site Server, version 3.00.3 and prior 

Mitigation 

 Remove write permissions from C:\CouchDB\bin folder within Software House C●CURE 9000 Site Server 

for non-administrators. 

Publication Date 

July 16, 2024 

  

Last Published Date 

July 16, 2024 

 

Resources 

Cyber Solutions Website - https://www.johnsoncontrols.com/cyber-solutions/security-advisories 

CVE-2024-32861 - NIST National Vulnerability Database (NVD) and CVE® 

ICSA-24-191-05 - CISA ICS-CERT Advisories   

 

   CVE-2024-32861 

  ICSA-24-191-05 

 

https://nvd.nist.gov/search
https://www.cve.org/CVERecord?id=CVE-2024-32861
https://www.cisa.gov/search

